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“Google Android & FiEURIF (CNVD-2022-53368) . Google Android £ [X ¥
JmiF (CNVD-2022-53367) . Google Android #5t5 AJwii (CNVD-2022-53369. CN
VD-2022-53385) 7 (ML “rmifs” o HET, | RC&KRA T LRI RS R
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Oracle MySQL Server J&3%[E H B (Oracle) AR —3kk RAEHEE. AH,
R o AR AEAE AR 25 R, B TR R IR e 2 R U 1] I ZR IR My
SQL Server, #E55 MySQL Server H:E s E E Fiin (4RSS .
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21/TOTOLINK-N600R-Command-In
jection/
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JEe kA VR ERR, &
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http://github.com/apache/maven-shar
ed-utils/pull/40
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PortlandLabs Concrete Cms

AR AT IR TR

i

] E e kA TiRIEERR, X
NP SEREIE
https://documentation.concretecms.or
g/developers/introduction/version-his
tory/910-release-notes
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Cisco Small Business 221X
Vs IR R

HAT /2R AT 4 T LUE IR
T, AT IRDUEES
https://tools.cisco.com/security/center
/content/CiscoSecurityAdvisory/cisco
-sa-sh-rv-rce-overflow-ygHByAK

CNVD-2022
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Microweber ik fHI AR (C
NVD-2022-54328)

g

HAT) v C A T2k T LM RN
T, AT IR
https://github.com/microweber/micro
weber/commit/d28655183800b833ab
b20ccd55e1628f16ff65e4

CNVD-2022
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Cisco Small Business Z&[X
it i JRTH (CNVD-2022-5432
7

g

HAT) SR Am T 2ab T LME R I
T, AT IRIUEES
https://tools.cisco.com/security/center
/content/CiscoSecurityAdvisory/cisco
-sa-sh-rv-rce-overflow-ygHByAK

CNVD-2022
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WordPress HTML2WP plugi
n AF =3 EAR T

g

] Re kAT TIRIABERRE, &
PSR FIR

https://wpscan.com/vulnerability/c36
dOea8-bf5c-4af9-bd3d-911eb02adc14

CNVD-2022
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Online Car Wash Booking S
ystem SQL 7% AJwiH (CNVD
-2022-53354)

g

] RO kA DRI ERR, EX
PSR
https://www.sourcecodester.com/php/
15280/online-car-wash-booking-syste
m-phpoop-free-source-code.html

CNVD-2022
-54326

Cisco Small Business 21X
L RIE (CNVD-2022-5432
6)

g

HAT /2R T AN T LUME B
i, AT IR

https://tools.cisco.com/security/center
/content/CiscoSecurityAdvisory/cisco
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NG RS, Google 77 b 4K R A7 AE 2N, Bods 2 T R SR UL S B
A7 FE AP AR H P R SRS A 8 8 1 A R 25 0 0, 5 BO FRA PR T4 . 41, Cybozu.
Huawei. Oracle 552 3™ i 4 35 5 A7 7 2 /M, Mok 5 nl R IR IR SR IUBURAS 2., 4%
RN, SE s, e P A TR TR 5 2 Bed Wk B R SR AT R HTML
FIRAARKD, BEATHELA AR S5 i %% . 40, Apache HTTP Server #3% &% 47 (5 N 36 UF4S
IR, B R 2RI S BRIk S5 . UG DG PR DG BRI,
RBAE BAN T B 7 %

l < A B B TR B e 1 O

A, CNVD @iE=E R LT E A TN I B e 0 .

1. Rescue Dispatch Management System SQL yEAJRIHA (CNVD-2022-53913)

BERR

Rescue Dispatch Management System s& Carlo Montero /™M N JF &3 11— AN RUE 1/
EHARS,

Rescue Dispatch Management System v1.0 fRAAEFE SQL yENIRI, ZIRIHIET/r
dms/classes/Master.php?f=delete_report U1 [f &R/ %f 75 SQL & A1) I3 UE, Brdi & nl
M ZIR IR AT SRV SQL fir 2 57 B e U B4R

BIEE R

POC ##%: https://github.com/kOxx11/bug_report/blob/main/vendors/oretnom23/rescue-
dispatch-management-system/SQL-1.md

HHEEERE. hitps://www.cnvd.org.cn/flaw/show/CNVD-2022-53913
15 BR4E
FHE=HARERAF

Ve LS R E(72) AT GE# A At KRR TLZI 15) A WX
HIBT B L1, SR TF#AKA T

l 7 I R L [ 5

1. BEEFIH PrestaShop & HIRIFANRME

PrestaShop P\ b J& Fk 'S G55, 7 SR IETEET XS A PrestaShop ~F & 1935,
IR CART A S0 A IR B EATARRD BT, FHIRAE VT REAE B7 IR 7 IUSAHE o % BB
FA PRt W3l kA7 A e 22 A o 2
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SRR hitps://www.freebuf.com/news/340135.html
2. Drupal FRARBET CMS FHIARLHATERIE

Drupal JT & BIBA KA | 22 HFRIEE 2 AN, A —MEE PHP AUEHhAT <
SN, BEERER N CVE-2022-25277.

S5 ¥;:  https://securityaffairs.co/wordpress/133625/security/drupal-flaws-2.html

%*F CNVD

E 515 5 22 4RI L = F 4 (China National Vulnerability Database, f&5#% CNVD)
J& CNCERT & HEMNEEGE RGN . BB FEEER. W& . F
e AR EL B X i M 2 37 PR 1 5 PN 4 2 Yl TR, B0 TS B R G — 15 B 2 T TR
RAT Bk A HrEER SRR .
*F CNCERT

B 2 H LN 28 N S AR A ER PR o0 (TR “ B R BRI R St 7, JESCTRTRR
f& CNCERT 8 CNCERT/CC) , & 7T 2002 4 9 A, NAEBUFAEE R M4 2 4R
Hly, SRR EHEALINZE R 2 A B AR R Ak AL

YERNE RGN 2, CNCERT M EZIRTTR: MR TR . SR, PR
WSy JIORAVKR S E T, JT e ELIBC N Y 2 22 AR TR« R I, TV i ik B 55
TAE, 4 EFAILHEN 24, (rRIEELAIE B2 H 2G5 B RN 241817 .

MHk: www.cert.org.cn

HEFH: vreport@cert.org.cn

Hiif: 010-82991537
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